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***	BEGIN CHANGES	***
[bookmark: _Toc453940955][bookmark: _GoBack]H.2.2	UE to LWIP-SeGW interaction for setting up the LWIP offload
LTE-WLAN integration (LWIP) over legacy WLAN is secured using an IPSec in a tunnel mode established between the UE, via the WLAN, and the LWIP-SeGW function. The IPsec in tunnel mode is established using the IKEv2 handshake based on the pre-shared key, PSK as specified in IETF RFC 7296 [38]. The UE and LWIP-SeGW shall use the LWIP-PSK as the PSK for authentication in the second phase of IKEv2.
In the IPSec IPsec tunnel between the UE and the LWIP-SeGW, the inner IP addresses shall be identical to the outer IP addresses. I.e., in UL the source IP address shall be the local IP address of the UE in the WLAN network and the destination IP address shall be the public IP address of the SeGW, and in DL the source IP address shall be the public IP address of the SeGW and the destination IP address shall be the local IP address of the UE in the WLAN network.
NOTE1: 	Void.
If the UE is located behind a NAT, the following will hold for the IPsec tunnel between the UE and the LWIP-SeGW: 
- 	In UL between the UE and the NAT, the source IP address will be the local address of the UE in the WLAN.
-	In DL between the LWIP-SeGW and the NAT, the destination IP address will be the public IP address under which the UE located behind the NAT is reachable.
-	TheA NAT canwill then  changeoverwrite the address of the UE in the outer IP header during transport.
When conducting the IKEv2 handshake, the UE shall use the value of IDi and the IP address of the LWIP-SeGW received from the eNB. 
The LWIP-SeGW shall use the received value of IDi to locate the corresponding LWIP-PSK.
NOTE2: 	To improve the DoS protection of the public IP port of the LWIP-SeGW, the LWIP-SeGW function can expect initiation of the IKEv2 handshake from the UE for a limited time window, based on a configuration. After expiration of this window, the LWIP-SeGW function can delete  the LWIP-PSK and associated IDi, and rejects any IKEv2 handshake initiations. 
After successful completion of the IKEv2 handshake, the LWIP-SeGW and the UE shall store the LWIP-PSK. When the IKEv2 SA is deleted, the LWIP-SeGW and the UE shall delete the LWIP-PSK.
For LWIP offloaded traffic, the eNB shall only be reachable through the LWIP-SeGW.  
The LWIP-SeGW shall allow communication of the UE only to the eNB that initiated the LWIP offload, and only to the interface on this eNB allowed for the LWIP offload.
The profiles for IKEv2 and IPsec ESP as defined in TS 33.210 [36] shall be used.
***	END OF CHANGES	***

